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Include a course or program description for the Bulletin (30-40 words maximum for courses, 100 for programs):

This course covers basic concepts related to data communication and networking. Topics addressed will
include the OSI model, the Internet model, network management, network protocols and data security.

Rationale or Justification for change:

The CIS major is being redesigned and name changed to Information Technology (IT). The above
change is proposed to be consistent with the IT major and it's designator and numbering scheme.
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X1 Fall Semester
[X] Spring Semester
[] Summer Session

Attach paper copies of the following:
a. Syllabus or course outline.
b. Course's student learning outcomes.
c. Alist of resources required to offer and support this course.
d. A description of how teaching this course will affect department staffing.
e. 1f 400/500 level course, an explanation of added expectations of graduate students.

[ ] Course content or title is similar to courses in other departments. (Attach copy of letter of agreement with other
program(s) contacted. Indicate the nature of the discussions and/or resolution of differences or potential conflicts.)
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IT 360 (4) Introduction to Data Communication & Networking

Textbook:

Data Communications and Networking, by Behrouz A. Forouzan, McGraw Hill

Prerequisites
IT 210 or ISYS 210

Course Objectives

The intent of this course is to introduce the students to the field of data communications. This
course encompasses telecommunication, local area networks, wide area networks, and wireless
communication. Topics include TCP/IP and OSI reference models, media communication basics
(copper, fiber, wireless), MAC protocols, transmission protocols, error detection and correction,
TCP/IP protocols and socket programming, networking hardware, basic network designs and
network security.

Catalog Description

This course covers basic concepts related to data communication and networking. Topics
addressed will include the OSI model, the Internet model, network management, network
protocols and data security.

Learning Outcomes

1) Introductory concepts
Basic introductory concepts and terminology are introduced. The student will:

a) know about TCP & OSI reference models and the networking terminology
b) know about the various network topologies and their impact on cost, performance
and security

2) Socket programming

The student will be able to implement socket-based programs that behave as clients or
servers.

a) Have general knowledge of TCP and UDP sockets and their programming APIs
b) Implement an application-layer protocol simulator or protocol communicator

3) Physical layer and data transmission concepts
For a given data transmission scenario, the student will be able to:
a) identify physical layer characteristics given some data and security constraints
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3)

6)

7)

b) understand the advantages and disadvantages of analog and digital
communications

¢) understand FDM, TDM and WDM multiplexing

d) compute transmission speeds and quality requirements (amount of error detection
power required for a given medium and quality level)

Data link layer concepts

The student will understand the complexity and limitations of each responsibility of the data
link layer. The student should be able to:

a) perform framing based on characters (BSC) and bits (HDLC)

b) perform error detection using LRC, VRC, and CRC

c) perform error correction using hamming code

d) understand and simulate medium access control protocols (CSMA /CD /CA)

e) perform flow control using stop-and-wait, go-back-n, and sliding window
protocols

f) program an error detection/correction software application

Network layer concepts

The student should be able to:

a) understand routing concepts of host-to-host delivery, internetworking, addressing,
ARP, ICMP, IPv4 and IPv6

b) understand and simulate routing protocols (DVR and LSR)

c¢) understand the network-layer needs for security and the available options and
costs

Transport layer concepts
The student should be able to:
a) understand process-to-process delivery using UDP and TCP, congestion control

techniques and quality of service requirements
b) program a socket-based software application using UDP and TCP

Application layer concepts
The student should be able to:

a) understand HTTP, DNS, SMTP, FTP, multimedia streaming, VoIP, digital
signatures, internet security protocols, PGP, VPNs, firewalls

b) understand the symmetric-key cryptography and public-key cryptography

¢) perform encryption and decryption using symmetric keys (traditional ciphers)

d) program a software application implementing an encryption/decryption algorithm





