How to Keep your Windows XP PC Running Smoothly

Having problems with a slow computer? Wonder how to keep your machine
running smoothly? This class will provide participants with the basic knowledge
necessary to protect their Windows PCs from the most common security threats and
resource thieves. Topics will include how to run Windows Updates, how to use malware
removal utilities, and how to use and understand antivirus software.

Windows Updates
Manual Installation
1. Click the*“Start” button.
2. Move the mouse cursor over “All Programs’.
3. Select “Windows Update” from the program list.

s i o P—
|| WO ined e Cu IO

s Update

Sl inTin

Wallerstedtmiv I Accessories

13
I Games »
e Internet I HEAT b
R I Intervideo WinCvD 3
\iJI I'I\Eﬂ;::oasgft Office Qutl @ Java eb start ’
I Lavasoft Ad-Aware SE Personal »
@ WWindows Media Play I Microsaft Office g
) I Mozilla Firefox 3
‘% Windaws Lipdate IF) MSU VPN Client »
I Oracle ODEC3E for Rdb 3
% all Lagaing I QuickTime »
‘-.3 Windows Messenger I Roxio Easy CD Creator 5 3
I 5PSS For windows 3
@ Taur Windows X I 55H Secure Shel 3
I Startup 3

| Files and Sektings Tr i .
:9 wWizard dj Symantec Client Security ]
I winZip 3

7l Adobe Reader 7.0

#2, Burn <D & DVDs with Roxio

All P D
rograms & Internet Explorer

po Remote Assistance

G Windows Journal Viewer

m *o 5, windows Media Connect

4. If prompted to, click on the“Install” button to install the Windows Update
software. After the new page loads, select the “Install Now” button.




Express|Install
1. Click onthe“Express’ button.
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2. After afew seconds, alist of high-priority updates will be displayed. If none
are found, close Internet Explorer. If updates are available, select the * Install
Updates’ button.
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3. When the installation of the updates have completed, close Internet Explorer.



Custom I nstall
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Click on the “Custom” button.

After afew seconds, alist of high-priority updates will be displayed. Also,
along the | eft side of the window there will be alist of optional updates you
may install.

Select “ Software, Optional” to review available updates and click on the
check box next to the option to mark it for installation.

Select “Hardware, Optional” and repeat the process from step 3.

Click on “Review and install updates’ to view selected updates. Click on the
“Install Updates” button to start the installation process.
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6. When the installation of the updates have completed, close Internet Explorer.



Automatic Installation
1. Click the“Start” button.
2. Select the “Control Panel” option from the Start menu.
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3. Double-click the “ Automatic Updates” icon.
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4. Select the appropriate update option (Automatic is recommended) and click the
“OK” button.
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5. Close the Control Panel window.

Malwar e Removal Utilities
Ad-Aware
To begin, open “ Ad-Aware SE Personal” from the programslist in the Start

menu. If prompted to update the definitions, select “OK” and start from Step 2
under the Updates heading below.

Updates
1. Select the“Check for updates now” link.
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2. Click onthe “Connect” button.
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3. Select “OK” when prompted to install the updates found. Select “Finish”
after installation is completed.

Usage
1. Click onthe“Start” button.
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2. Make surethat the “Perform full system scan” option is selected, then click on
the “Next” button.
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3. Ad-Aware will begin scanning for known threats. Thiswill several minutes.
After it has completed, select the “Next” button.

4. Under the Scan Summary tab right click on a check box next to a found threat
and right click. In the popup menu choose the “ Select All Objects’ option and
all the threats will be checked. Select the “Next” button. When prompted as
to whether or not to remove theseitems click “OK”.
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5. After the threats have been removed, Ad-Aware will return to the startup
screen. Y ou may be prompted to allow Ad-Awareto run at the system startup
at this point. If so, select “OK” and Ad-Aware will run another scan next time
you start your PC in order to remove additional threats. If you are not



prompted to do this startup scan then the process is complete and you can
close Ad-Aware.

Spybot Search & Destroy
To begin, select “ Spybot — Search & Destroy” from the programs list in the Start
menu. The first time that Spybot S&D is opened after it isinstalled, a brief setup

process will run. Thiswill only run the first time; Spybot S& D will open to the
regular startup screen from this point on.

Updates

1. Click onthe“Search for Updates’ button. After a couple of seconds, alist of
available updates will be displayed.
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2. Select available updates then click the “Download Updates’ button. This
installation will take afew seconds. When it is complete, Spybot S& D may
automatically restart.
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Usage

1. Click the“Check for problems” button (If you are trying to initiate a scan after
installing updates, you will need to first select the “ Search & Destroy” icon on
the left side of the window). Thiswill start the threat scan, which will take
several minutes to compl ete.
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2. When the scan has completed, scroll through the list of items found to make

sure that all threats have been selected for removal. Click on the “Fix selected

problems’ button.
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3. Select the“Yes’ button when asked if you are certain that you would like to
remove selected items and “OK” when notified that the threats have been
deleted. At thispoint you may be asked if Spybot S&D can run at the next

startup to remove items that could not be fixed initially. If asked, select “Yes”’
and Spybot S& D will automatically scan at the next system boot.
4. When the selected threats have been removed the process is complete. Close

Spybot S&D.
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Microsoft AntiSpyware
Begin by opening MS AntiSpyware from the program list in the Start menu. The
first time you launch the program a setup process will automatically startup.
Complete this process by following the instructions (and selecting the
recommended options).

Updates
Manual Installation
1. Select the “Spyware Definitions’ option from the main startup screen.
The update server will be contacted and any available updates will be
downloaded.
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- Run Quick Scan Now @
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' . \ Real-time protection helps protect your
The items marked inred requires your atbention, camputer fram pokential problems before they
an rur,
& Advanced Tools
m Last Scan ‘fou have not run a scan yet! G Advanced tools ko manage your system
configurations and help prokect your privacy.
Wt Last Scan Resulks Wou have not run a scan yet!
L Fran Schedule Runs at 2:00 AM every day

f Real-tme Protection 3 of 3 Active Message Center

¢ Spyware Definitions June 17, 2005 at B:48:44 AM This version expires in 44 day(s).
This wersion of Microsoft AntiSpyware expires on July 31,
OF AntiSpyware AutoUpdater Ackive 2005, Flease contack Microsoft For an updated version.

Select an item from the list above in order to get more information and

take the necessary action.

2. When the installation has been completed a confirmation message will
be displayed. Click the“Close” button.
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Automatic I nstallation

1. Select the “ AntiSpyware AutoUpdater” option from the main startup

screen.
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System Summary: Requires Attention!

The items marked in red requires your sttention,
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s configurations and help protect your privacy.
i? Last Scan Results ‘ou have not run a scan yet!
f,? Scan Schedule Runs at 2:00 &M every day
¢ Raaltime Protection 3 of 3 Ackive flazaosiCenter
P S June 17, 2005 at §:145:94 AM This version expires in 44 day(s).

This wersion of Microsoft AntiSpyware expires on July 31,

2005, Please contact Microsoft For an updated wersion.

AntiSpyware Aubolpdate; Ackive

]

Select an item from the list abowve in order to get more information and
take the necessary action.

2. Enable the automatic update function by selecting the check box under

the “ Stay Protected Automatically” heading.

' Microsoft !n‘l!pyware l!e!a ” haﬂ‘m

File  Options  Tools  Help . i W R
Microsoft 5 1+ : :
!nm' Spyware  Realtime | Advanced
Antlsp are Betan Scan  Protection © Tools

Q Microsoft AntiSpyware AutoUpdater Settings

AutoUpdater The Microsoft AntiSpyware Autalipdater will automatically check For and download new spyware definitions
and software updates fram tha Microsoft AntiSpywars Autolpdate servers using the schedule below,
Eecausa the Microsa s catalogs new spyware threats and variants regularly, it
i der to help keep your prokection up to date,

Real-time Protection

Stay protected automatically
¥ Enable automatic updates (recommended),

0]

Blerts Cherk for updates IDa\Iy j at |9 FM
a Definition updata
Spyhet Antispywars ¥ apply new spyware undates without inkerrupting me {recommendzd),
Community If wou uncheck this option, Microsoft Antispyware will not sutomatically apply updates
but will alert wou when updates are available, allowing you to update manually.
@ Software update notifications

Spyware Scan
¥ Motify me when updates, patches, or new versions of Microsoft AntiSpyware are available.

General

3. Click the “Save’ button when finished.
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Usage
1. Click “Scan Options’ from the startup screen.

File  Options  Toolz Help

Microsol AntiSpyware Betar

Spyware Scan
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£ Lastscan Vou have not run a sean yet! .@' Advanced tools ko manage your system
ya corfigurations and help protect your privacy.

‘f,:? Last Sran Results ¥ou have not run a scan yet!
‘T,? Scan Schedules Runs at 2:00 AM every day
¢ Real-time Protection 3 of 3 Active R eSelCenter,
LF Spyware Definitons June 17, 2005 at S:48:44 AM This version expires in 44 day(s).

This version of Microsoft AntiSpyware expires on July 31,
ﬁ Antispymare Autolpdater Active 2005, Please contact Microsoft for an updated version.

Select an item from the list sbove in order to get mare information and
take the necessary action.

2. Makesurethat “Run afull system scan” is selected and click on the “Run
Scan Now” button. The system scan will take several minutes to compl ete.
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File  Options  Tool: Help . i (j i
y’m’ Spyware  Redltime = Advanced
Antlsp are Beta Scan Prtection © Tools

Spyware Scan Scan

Select your Scan Settings Scan details

After you have made your selections click 'Run Scan Mow', Estimated scan bime:

Less then 23 minutes
7 Run an inkeligent quick scan

The estimated scan time is based
N past SCans run an your
syster.,

Fun a full systerm scang

= 10ns and running processes
V¥ Scan selected drives/folders @Salect..‘ (C\)

V¥ Deep scan Folders (recommended but will increass scan time)

¥ Save these options




3. If any threats are found, alist of itemswill be displayed along with
recommendations on what action to perform and alevel of threat posed by the
item. Review thelist and be sure that the recommended actions are

appropriate before selecting the “ Continue” button.

0 GIANT AntiSpyware
Eile

e AntiSpyware-

DOptions  Tools  Help

'0) spyware Scan

Recommended Action  Threat Name

Brast.com (Cookie)

1 View all detected locations. ..

e = Burstilet.com {Cookie)

[ View all detected locations. .

CoreMetrics.com (Cookie)
@ View all detected locations. ..

F— = Hitbox.com (Cookie)

@ View all detected locations. ..

[Remove —se]

FastClick.com (Cookie)
View all detected locations...

e - Passport.com (Cookie)

@ View all detected locations. ..

[Remave ~|

Spyware Scan Results  Spyware detected: 6 threats

= o
@ :\J
Spyware Realtime : Advanced
Scan Protection Taools

\(_-) Hack to Spyware Summary

[ Ignore cookies Spyware Threat Details

Threat Level BFast.com

Low Type: Cookie

I - Threat Levek Low
Author: befree.com

Low

o e e iption: Spyware cookies are
designed to be shared among multiple

Low unrelated sites for the purpase of

o o tracking & user's usage and browsing
patterns, gathering and sharing private

Low user information or used for

== demographic based advertising.

Low Advise: This spyware cookie should be

N removed, as it serves no benefit to you.

Low

| [ i

‘bC\iEk to take the selected actions on the spyware threats above.)

@ Learn more about this threat. ..

 Quick Help

4. When the threats have been removed, the process is complete. Y ou may close

Microsoft AntiSpyware.
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Antivirus Software

Symantec Antivirus
Begin by opening Symantec Antivirus from the programs list in the Start menu or
by double-clicking on the Symantec Antivirus icon (golden shield) in the system

tray.

Updates

Manual Installation

1. Click onthe“LiveUpdate...” button from the startup screen.

2% Symantec AntiVirus

M=)

File Edit Wiew 5Scan Configure Histories Help

= @ Symankec Antivirus
+ iew
- {&] Scan
=0 Scan Compuker
+ @ Configure
+ ‘j Histories
+ Starkup Scans
+ Custom Scans
+-{i5] 5cheduled Scans
+ 6 Lack Far Help

Symantec AntiVirus

Symantec Antivirus can help keep your computer protected
fram computer viruses. Select an item ta the left to perfarm

an action.
General Information
’ Farent server:
Group:

Quarantine: 0Oltems

Program wersions
§ Program: 9.0.0.338
k Scanengine:  51.1.015

*

S
.

“irus Definition File

Wersion:  6/15/2005 rev. 8

Livellpdate...

Exit

2. Click onthe“Next” button in the LiveUpdate window. Live Update
will contact the server to find any available updates. If updates are

found, select the “Next” button; if none are found click on the “ Finish”

button.

§) Livellpdate

Options

= \

- 4

Welcome to Livellpdate ,smnantec.

The following Symantec products and components are installed on

your computer:

Avenge 1.5 MicroDefs2 Corp 9
Livellpdate
Symantec Antivirus Corporate Client T

Livellpdate will uze the Internet to search for updates to your

installed Symantec products and components.

Click Mext to see available updates.

Mext > ][ Cancel ] [

Help
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Automatic I nstallation
1. From the startup screen open the File menu by clicking on “File” on
the menu bar.
2. Select the " Schedule Updates...” option from the File menu.

2 Symantec AntiVirus E]@

File Edit Wew Scan Configure Histories Help

G NS LUAEST |

Schedule Updates.,, | Symantec AntiVirus
le_'_'. ok

Threat List..,

Symantec Antivirus can help keep your computer protected
1 from computer viuzes. Select an item to the left to perform
an action.

Unload Service
General Infarmation

Exit ’ Parent server.
+-{19] Scheduled Scans Group:
+ e Look Far Help Quarantine: 0 ltems

Fragram wersions

Program: 90,0338

'k Scanengine:  51.1.0.15

iruz Definition File

Wersion:  6/15/2005 rev. &
E it

3. Make sure that “ Enable scheduled automatic updates” is enabled and
click on the “Schedule...” button.

Schedule Virus Definition Updates

Set up the schedule for automatic viruz definition updates

. Cancel
Automatic Updates

[v Fnable scheduled automatic updates

Update viruz definitions every day at 4:15 i Schedule...
Phed

4. Select when you would like the automatic updates to run and click the
“OK” button.
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Usage

1. Select the “ Scan Computer” option under the Symantec Antivirus heading.
2. Select “Local Disk” from the Scan Computer frame and click the “ Scan”

button. The scan will take several minutes to compl ete.

2 Symantec AntiVirus E]@
File Edit Wew Scan Configure Histories Help
=] @ Symantec Ankivirus

2-{63) view Scan Computer

= Sl

=0 Scan Computer = J' W onpOeT

- 5] Cromiiquea, +1 [b] e Lacal Disk (251

[ Histories T L.-; Ba e Drive (D)

+ Startup Scans =[] 2% tmpbackup on 'titan' {K:)

3 Custam Scans [ 52 walem 14 on Mavdisk! (M:)

+-{i5] Scheduled Scans -] %, Its on ‘MavdiskiMsUiGroup Folders' (M:)

+ e Look Far Help -] z Msu on Mavdisk! (R}

+ |— ¥, Applications on 'atlas’ {U:)
DOptions...
Help | Scan I

3. During the scan there may be windows that open which display information
about detected virusfiles. Close these windows after reviewing them. When
the scan is completed, a complete list of infected files will be displayed.

4. If noviruses are found close the scan window and exit Symantec Antivirus. |If
avirusisfound, scroll to the left of the window to view what actions
Symantec Antivirus performed.

 Scan Computer started on 6/17/2005 12:53:30 PM (=)
= &
Completed
Date Filename Threak
<] 2]
Filez scanned: 67128 Threats found: 0 Elapzed time: 22:50

5. Repeat these steps to ensure that al viruses have been removed. If infected
filesare still present, refer to Symantec’ s website for further removal
instructions.
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Additional Reference M aterial

Whereto get the software:
Ad-Aware:
http://www.lavasoftusa.com/software/adaware/
http://www.downl oad.com/Ad-Aware-SE-Personal - Edition/3000-8022_4-
10045910.html

Spybot Search & Destroy:
http://www.safer-networking.org/en/index.html
http://www.downl oad.com/Spybot-Search-Destroy/3000-8022_4-

10401314.html

Note: Asyou know, websites change and get updated. If these links do
not work because a site has changed you can perform a search at
http://www.download.com for both of these products and it should return
the proper results. If you have any difficulty with downloading or
installing this software, please contact the ITS Help Desk.

Microsoft Anti Spyware:
http://www.microsoft.com/athome/security/spyware/software/
default.mspx

Note: You may also go to Microsoft’ s website and search their download
page for this software.

Symantec Antivirus:
As part of the MSU community you have access to Symantec Antivirus at
no cost to you. There are many ways to acquire this software. Y ou may:
- Download it from https://secure.mnsu.edu/downloads/
- Check out acopy from the ITS Help Desk
- Purchase the media from the Campus Computer Store
If you have any questions about this, please contact the ITS Help Desk.
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Useful Web Sites:

http://www.symantec.com/search/

If the Symantec Antivirus client is unable to remove an infected file, try searching
this site for more information (be sure to enter the threat name given by SAV in
the search field). There may be specia removal instructions or aremoval tool
that is needed in order to clean your system.

http://housecall.trendmicro.com

Free online virus scan. Follow the instructions on the main page to start the scan
or go directly to <http://housecall 60.trendmicro.com/en/start_corp.asp>.

Also available from this website is an online malware removal tool. Thisis
available from the main page or directly at <http://www.trendmicro.com/spyware-
scan>.

http://vil.nai.com/vil/stinger/
Free stand alone virus scanner available from McAfee.

http://safety.live.com

Microsoft’s online beta of their Windows Live Safety Center. This free scan will
look for safety vulnerabilities and infected files as well as remove unnecessary
filesfrom your hard drive and recommend ways to improve performance.
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