
versity, with restrictions on how it 
may be used. 

Broader ethical principles are at 
play as well. For example, while it is 
generally considered unethical to 
use university e-mail accounts to 
engage in personal communication, 
most institutions are tolerant when 
it comes to minor personal usage, 
such as inviting friends to lunch or 
cocktails. 

But institutions frown on extensive 
personal use, such as carrying on 
lengthy private exchanges or selling 
personal property on eBay, not to 
mention engaging in day trading or 
political advocacy. Those are all 
abuses to one degree or another. 

A university chief information offi-
cer explains it by using an analogy: 
"It's the equivalent of petty theft at 
the supermarket, where we each 
have our own personal threshold 
as to what is morally acceptable." 
Some of us think nothing of pop-
ping a few grapes in our mouths 
while in the produce section, he 
explained, while others justify 
keeping an extra $20 bill that the  

A senior professor recently asked 
permission to post an announce-
ment promoting an antiwar rally on 
our college's official e-mail an-
nouncement list. Although the rally 
was to take place on the campus, it 
was not a university-sponsored 
event. 

When I explained that it would be 
inappropriate, and indeed unethical, 
to use the college's official communi-
cation medium to announce events 
unrelated to the conduct of official 
college business, he seemed shocked 
and replied, "Surely, everyone in the 
college is against the war." I pointed 
out that regardless of an event's 
worthiness, university resources 
may not be used for personal com-
munication. 

In a similar case, I know of a depart-
ment chairman at a public university 
who was reprimanded for using his 
office computer and university e-
mail account to engage in day trading 
on the stock market. He closely 
monitored stock fluctuations 
throughout the day, constantly buy-
ing and selling shares. He had even 
bragged to colleagues that he was 

"raking in the dough." 

That chairman was genuinely 
stunned when his behavior came 
under the scrutiny of university audi-
tors and he was judged guilty of 
misusing state property and engaging 
in personal activities during work 
hours -- clear conflicts of interest 
for which he nearly lost his job. 

Those cases are representative of 
what turns out to be widespread 
misunderstanding about the appro-
priate use of university technology. 

Many professors, staff members, and 
even administrators see campus 
computers and e-mail accounts as 
their own private property -- a type 
of employment benefit provided 
with no constraints on use. The fact 
is, universities "assign" computer 
equipment to us as tools to help us 
perform our jobs more effectively 
and efficiently, in the same way that 
institutions assign offices to faculty 
members, laboratory space to scien-
tists, or photocopy machines to 
departments. Computer equipment, 
far from being personal property, is 
owned and maintained by the uni-

The Ethics of Technology by Gary A. Olson 

 November 2007 Volume 2, Issue 3 

Leadership Institute  

Inside this issue: 

Day 3:   
Ethics in Leadership 

Facilitated by  
Dr. Jasper Hunt 

The Ethics of  
Technology 

By Gary A. Olson 

The Definition of 
“Ethics” 

Ethics for the State  
Employee 

By Lori Lamb 

 Ethics Resources: 
Supplemental materials 
for your information 

Housekeeping  
Details:   

Your assignment for  
Day 3 

Newsletter 

Minnesota State University, Mankato 

“ A person educated in mind and not in morals is a menace to society.”  ~Juanita Kidd Stouts 

 
 
 
 
 
 
 
 
 
 
 
 
 

The third session of the Leader-
ship Institute will focus on Ethics 
in Leadership. The session will be 

facilitated by Jasper Hunt.   

Jasper has been involved in lead-
ership for over 30 years. He has 
an interest both in the practicali-
ties of “real world” leadership 
and an equally keen interest in 
theoretical issues in leadership. 
He has been a senior mountain-
eering instructor with various 
Outward Bound Schools, has 
taught leadership courses at Min-
nesota State University, Mankato 
for 23 years and has consulted 
nationally with various institu-
tions on matters involving ethical 

issues in leadership. He is famil-
iar with the close connection 
and interface between ethics and 
the law on matters involving 
ethics and leadership. This ses-
sion will be highly interactive and 
will involve some lecture, and 
lots of discussion and dialogue. 
Jasper is currently a professor in 
the Department of Educational 
Leadership.  He developed the 
original “Ethics and Leadership” 
graduate seminar for the depart-
ment, which he offers on a  

regular basis. 

Day 3: Ethics In Leadership 
What is Ethics?  
(by definition): 

 

1. Motivation based on 
ideas of right and 
wrong. See: wordwe-
bonline.com/en/
ETHICS 

2. A. A set of principles 
of right conduct. 
B. A theory or system 
of moral values: “An 
ethic of service is at war 
with a craving for gain.”  
See: thefreediction-
ary.com/ethics 

3. The rules or standards 
governing the conduct 
of a person or the 
members of a profes-
sion.   See: thefreedic-
tionary.com/ethics 

http://www.wordwebonline.com/en/ETHICS
http://www.thefreedictionary.com/ethics
http://www.thefreedictionary.com/ethics
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cashier mistakenly gave in making 
change. 

"Regardless of where you draw the 
line," he said, "it is all theft, pure and 
simple." 

That sentiment is echoed in my own 
state. Illinois mandates that all state 
employees -- including faculty and 
staff members, and student workers 
at all public universities -- take an 
annual online ethics course. It pre-
sents principles relevant to ethical 
workplace behavior, illustrates them 
in narrative scenarios, and then quiz-
zes the test takers. Prominent in 
that training are discussions on the 
use of state-provided technology for 
personal use. 

Many professors and administrators 
avoid even the appearance of impro-
priety by establishing external e-mail 
accounts for personal use. That al-
lows them to draw clear boundaries 
between university business and 
personal or recreational use. 

"I have a free Hotmail account for all 
my nonuniversity e-mailing," said one 
professor of zoology. "I only use my 
university account for communicat-
ing with students and colleagues in 
the discipline." 

Maintaining a personal account not 
only helps you avoid ethical trans-
gressions, it also can protect you 
from unexpected legal trouble. A 
common legal tactic nowadays is to 
obtain someone's e-mail messages 
through a public-information re-
quest. Those messages can be easy 
to obtain because public universities 
often archive e-mail traffic for a 
given amount of time. 

You may have thought the messages 
you deleted yesterday were gone 
forever, but they could still be re-
trievable. The university is allowed 
to archive employee e-mail messages 
because it, in effect, owns them: 
They were produced in a university-
provided e-mail account by a univer-
sity employee, most likely using a 
university-owned computer. 

I know of one faculty member who 
was sued for libel by a colleague. He 

was shocked and embarrassed 
when a public-information request 
turned up a number of incriminat-
ing messages. He might have 
avoided being exposed had he only 
used a personal account. 

The same ethical principles pertain 
to an institution's e-mail discussion 
list. The professor who wanted to 
post an antiwar announcement 
claimed that the e-mail list was a 
"virtual faculty lounge" and so he 
should be permitted the same kind 
of free speech as in an actual faculty 
lounge. 

While it is a type of public space, a 
college discussion list is necessarily 
a restricted space and, like e-mail 
accounts, is primarily a tool to 
assist in the performance of one's 
job. While most universities are 
somewhat flexible with actual usage 
in the same way that they are with 
e-mail, the identical ethical princi-
ples apply. 

What's more, supervisors would be 
wise to exercise oversight over the 
content of their official e-mail dis-
cussion lists because, unlike e-mail, 
the supervisors are directly ac-
countable for what gets posted. 
That is why every official discussion 
group should have a single modera-
tor who can make informed judg-
ments about which messages are 
appropriate to post. 

Another common misconcep-
tion about the ethical use of 
university technology involves 
computer software. Most uni-
versities purchase site licenses 
that give them the legal right to 
provide certain software pro-
grams to a specified number of 
users. Usually, those software 
programs are the only ones that 
are supposed to be installed on 
university computers. That helps 
the university protect itself from 
legal liability, and it also helps to 
cut down on the number of soft-
ware applications that conflict 
with university software, 
thereby causing system errors. 

Nonetheless, many faculty 
members attempt to install 
their own software on machines 
assigned to them, arguing that 
they will use the software primar-
ily to conduct official business. 

Campus information-technology 
departments don't see it that way. 
They are charged with serving the 
tech needs of faculty and staff 
members, but they are also obli-
gated to report infractions by 
those users. That conflict often 
creates an unnecessarily adversar-
ial relationship between the two. 

That relationship is also strained 
when professors ask a technology-
support staff member to work on, 
or repair, their personal com-
puters -- another ethical no-no. 
The professors' rationale is that 
they are using the home computer 
or laptop principally for official 
business. 

But technology staff members are 
employed to work on equipment 
owned by the institution. Asking 
them to work on your home com-
puter creates a conflict of interest. 
In the case of a public university, it 
would amount to using taxpayer 
money to service private property. 
An obvious solution to that di-
lemma is for you to employ the 
technician outside of the university 
setting as an independent contrac-
tor. Even better: Hire someone 
unconnected to the university. 

Practices and policies vary by insti-
tution, and private colleges have 
much more leeway than public 
ones in determining what is per-
missible. My point here is that too 
often we take our university-
provided technology for granted 
and assume we have much more 
latitude than we do. It is our re-
sponsibility both to know the ethi-
cal principles at stake and the insti-
tutional rules pertaining to tech-
nology use -- which, after all, are in 
place for the greater good. 

Gary A. Olson is dean of the College of Arts 
and Sciences at Illinois State University and 
can be contacted at golson@chronicle.com. 

The Ethics of Technology, Cont’d 

Housekeeping Details 
Please complete the fol-
lowing before the third 
session on November 16, 
2007: 

Read Courage Under Fire, 
Testing Epictetus’s Doctrines 
in a Laboratory of Human 
Behavior, by James Bond 
Stockdale. This is a case 
study on ethical dilemmas. 
Most of Day 3 will focus 
on analyzing this case 
study and applying an ethi-
cal methodology to the 
issues presented. We 
have delivered this es-
say to you. Please read 
the entire essay prior to 
Day 3 so that you are able 
to actively participate. 

The third session of the 
Leadership Institute will 
be held at Old Main Vil-
lage from 8:30 a.m. to 4:00 
p.m.  Lunch and refresh-
ments will be served. 

“Ethics is nothing else than reverence for life.”  ~Albert Schweitzer 
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www.mnsu.edu/
humanres/profdev/ 

“Relativity applies to physics, not ethics.”  ~Albert Einstein 

As leaders at Minnesota State 
Mankato, it is essential that each 
of us understands our ethical re-
sponsibilities, both in terms of our 
own behavior and in terms of 
what to do if we observe others 
behaving in ways that are unethical.   
 
This Leadership Institute session 
focuses on ethical decision making, 
and it is important that you as 
leaders understand the formal 
ethical context in which you work.   
 
The following ethical laws, regula-
tions and policies govern all of us 
as state employees.  I have also 
provided some information on 
what to do if you believe anyone is 
acting in violation of these rules. 
 
State Ethics Law -- Minn. Stat. 
43A.38   
(http://ros.leg.mn/bin/getpub.php?pu-
type=STAT_CHAP_SEC&year=cur
rent&section=43a.38) 
Important features include: regu-
lating the types of gifts you may 
receive; indicating that you can 
use state property only for state 
business and not personal use 
(other than minimal use of email); 
and, avoiding conflicts of interest. 
 
MnSCU Board Policy 1C2 – 
Fraudulent & Other Dishon-
est Acts 
(http://www.mnscu.edu/board/
policy/1c02.html) 
Indicates that fraudulent and other 
dishonest acts are not tolerated. If 
you believe someone has commit-
ted fraud or some other type of 
dishonest act, you should report 
that matter to Carol Stallkamp, 
Office of the President, 389-
1111. Carol will then follow the 
appropriate protocol for following 
up on the matter. Types of con-
duct that fall under this policy 
include, but are not limited to: 
a. Misusing state property (for 
personal use, not state use),  
b. Falsifying time sheets,  
c. Theft or destruction of state 
property,  

d. Forgery,  
e. Unauthorized use of university 
systems or information,  
f. Willful violations of laws, regu-
lations or policies.   
This policy specifically provides 
that anyone making a report of 
fraud or dishonest acts will be 
protected from retaliation or 
reprisal.  Persons found to have 
committed fraud or any other 
dishonest act may be subject to 
discipline, up to and including 
termination from employment. 
 
Silent Witness Report 
In an effort to promote reporting 
of fraudulent acts, we have cre-
ated the Silent Witness Re-
port web page where individuals 
can make an anonymous com-
plaint. To make a complaint go 
to: http://www.mnsu.edu/
security/silentwitnessreport.php. 
Because this is a web page, we 
are not able to track the source 
of the report. 
 
MnSCU Board Policy 5.22.1 
– Acceptable Use of Com-
puters & Information Tech-
nology  
(http://www.mnscu.edu/board/
policy/522.html) 
Essential elements of this policy 
provide certain things you may 
not do, such as: share passwords 
or give passwords to others; 
circumvent security controls; 
change, conceal, or forge their 
identification while using our 
technology, e.g. email; install un-
approved software; interfere 
with others’ use of systems; or, 
engage in inappropriate uses 
which include: 
a. activities that violate State or 
federal law or regulation;   
b. wagering or betting; 
c. harassment, threats to or defa-
mation of others, stalking, and/or 
illegal discrimination; 
d. fund-raising, private business, 
or commercial activity; 
e. storage, display, transmission, 

or intentional or solicited re-
ceipt of material that is or may 
be reasonably regarded as ob-
scene, sexually explicit, or por-
nographic  
(unless there is an academic 
purpose);  
f. “spamming” through widespread 
dissemination of unsolicited and 
unauthorized e-mail messages. 
 
Some personal use is allowed if 
there is no incremental cost to 
the state. Union, religious, and 
political activities are restricted. 
 
Minnesota State Mankato’s 
Computer Use Policy 
(http://www.mnsu.edu/acadaf/
policies/ITS.pdf) 
Reinforces the MnSCU policy 
with some more specific in-
formation.  
 
Minnesota State Mankato’s 
Cell Phone Policy 
(http://www.mnsu.edu/acadaf/
policies/
CellPhonePersonalUsePolicy.pdf) 
Cell phones are purchased only 
for those people with clear insti-
tutional needs (not for personal 
benefit). Employees may make 
reasonable use of cell phones if 
it does not distract from their 
work AND the use results in 
incremental cost that is too 
small to track. Identifiable  
personal calls (incoming and 
outgoing) will be reimbursed at 
the per minute rate on the bill.  
Alternatively, the user can pay all 
costs for the cell phone and not  
identify personal calls.  
 
Bargaining Agreements and 
Personnel Plans 
Each bargaining agreement or 
personnel plan contains language 
specific to various ethical issues. 
You will need to become familiar 
with the provisions of the plan 
or agreement that apply  
specifically to you and employ-
ees you might supervise. 

Ethics for the State Employee by Lori Lamb 

The following is a list of 
other resources which may 
be useful to you. 
  
Ethics Updates: 
http://ethics.acusd.edu/
index.asp 
 
Ethics Resource Center: 
http://www.ethics.org/ 
 
International Business Ethics 
Institute:  
http://www.business-
ethics.org/ 
 
Association for Practical and 
Professional Ethics: 
http://www.indiana.edu/
~appe/ 
 
Center for Ethical Business 
Cultures: 
http://www.cebcglobal.org/
Overview/Overview.htm 

http://www.mnsu.edu/acadaf/policies/CellPhonePersonalUsePolicy.pdf
http://www.mnsu.edu/security/silentwitnessreport.php
http://www.indiana.edu/~appe/
http://www.cebcglobal.org/Overview/Overview.htm

