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Objective

Â Participants will be provided with:
¹ In-depth understanding of the various methods 

used for attacking networks and computer 
systems.

¹ Concepts, principles and techniques of hacking

Â This presentation is intended to provide 
insight into the use of detection strategies 
and countermeasures needed to properly 
secure labs. 



Agenda

Â Current State ïWe are at War

Â Goal:  Information Security

Â Phases of the Attack

Â CounterMeasures



Internet



Golden Age of Hacking

Â Indeed, we have created a world that 

is inherently hackable.  With our 

great reliance on computers and the 

numerous flaws found in most 

systems, today is the

ÂñGolden Age of Hackingò





Organized Crime

Â ñCybercrime has been so profitable for 

organized crime that they're now using 

it to fund the rest of their underground 

operations.ñ



Hacking No Longer Just Kids

Â Young people with good IT skills are being 
drafted on universities, computerclubs and 
the internet to support criminals (especially 
by groups from Russia and Eastern Europe) 

Â The numbers of IT related crime is rapidly 
increasing 

Â Selling or renting botnets has become a 
lucrative business

Â Criminal organizations already have quite 
some IT skill "in house"





Why!

Â Information Theft

Â Credit Card Fraud

Â Identity Theft

Â Industrial Espionage

Â Blackmail / Extortion



2006 Data



New World of Hacking

Â Kraken, a botnet of 400,000 zombies
ð twice the size of Storm.

¹ 50 of the Fortune 500

¹ Home Broadband Users

¹ Colleges

Â Undetected in over 80 percent of 
machines running antivirus software. 

http://www.darkreading.com/document.asp?doc_id=150292&WT.svl=news1_1


Stuff HappenséA Lot In Universities

From the Educational Security Incidents (ESI) Year in Review ï

2007*:

Â Total Number of Incidents: 139, a 67.5% increase over 2006

Â Total Number of Institutions Affected: 112, a 72.3% increase 

over 2006

Â Total Number of Incidents by Type

¹ Employee Fraud: 1

¹ Impersonation: 3

¹ Loss: 12

¹ Unauthorized Access: 30

¹ Theft: 39

¹ Unauthorized Disclosure: 53

* http://www.adamdodge.com/esi/year_review_2007



Hacked!

800,000


